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Abstract—This study has built a simulation of a smart home 
system by the Alibaba ECS. The architecture of hardware was 
based on edge computing technology. The whole method would 
design a clear classifier to find the boundary between regular 
and mutation codes. It could be applied in the detection of the 
mutation code of network. The project has used the dataset 
vector to divide them into positive and negative type, and the 
final result has shown the RBF-function SVM method perform 
best in this mission. This research has got a good network 
security detection in the IoT systems and increased the 
applications of machine learning.  
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I.  INTRODUCTION 

In this Internet of things era, many devices have 
produced many data. They must connect to the cloud center 
to do the processing. The time of response and load of 
connection could be the problem of this kind of systems[1]. 
So this project has used the design of edge computing 
technology, which use the local devices to do the first step 
data processing and pass the information to the center cloud 
computer. This step has many advantages during the data 
processing, but the security of passing information could be 
the problem of the smart home system too. 

This study has focused on the research question which is 
how we should find the clear classifier to detect the attack 
from network. So this support vector machine algorithm 
should be applied to find the boundary between regular 
codes and mutation codes. According to the experiment and 
cross-validation test of the dataset, the study showed the 
RBF function perform best in the mutation detection in this 
smart home system. This should be an important field in the 
IoT systems’ security. 

In this paper, the concerned researches will be discussed 
in the second part. The RBF-function SVM method and the 
architecture of whole hardware would be introduced in the 
third part. Fourth part will discuss the result. Fifth part 
should talk about the influence and limitation of this study. 
Finally, this paper would have a conclusion of this project.  

II. LITERATURE REVIEW 

Internet of things (IoT) has been an essential concept in 
real world. This term has been firstly applied in the 
management fields, and then spread to many fields in the 

technology aspect[2]. For example, healthcare fields can not 
remove the application of IoT. The definition is the computer 
could process the data everywhere, which do not need the 
human engineering[3]. It has been shown in Fig. 1. 
According to the survey of Cisco, the amount of implements 
which will be connected in the Internet will be 50 billion[4]. 
This kind of technology has many advantages. The mean pro 
would be it could overcome the problem of huge data which 
is produced by the devices. Of course, this technology will 
be applied with edge computing together. 

 

Figure 1. Internet of things 

Because of the development of this new network 
situation, the number of local data was larger and larger. The 
load of centralized cloud computing system would be too big 
to make the design more expensive. So a new computing 
system design has been introduced, which is called edge 
computing. This method could overcome the volume 
problem. In other words, this design would make the 
computing resources efficient[5]. The second advantage 
would be the shorter response in the system. Due to the 
ability of processing data in the nodes of the computing 
design, the information could be gotten in the foundation 
layer of the whole system[6]. So only the important data 
would be post into the cloud center, which make the speed of 
communication become faster. The third advantage could be 
the privacy of the local data. Because of the law of different 
country, sometimes the local data should not be processed in 
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the central cloud computing resources. The edge computing 
system would process the privacy data locally. It could 
overcome this challenge. The last pro will be the energy 
issues. When the cloud would process all the data from edges, 
the communication should be done by GSM and WiFi[7]. 
This energy of computing mission between the data 
processor and cloud center could be reduced by the edge 
computing[8]. So this smart home project has chosen the 
edge computing to design the hardware layer. 

The method this project has used should be machine 
learning algorithms. Machine learning influence many 
aspects of real world, from health prediction to economics 
recommendation, from object detention to auto car 
processing, from speech recognition to natural language 
translation[9]. It performs excellently in both classification 
and prediction missions. There are three kinds of machine 
learning algorithms. One type is supervised learning, which 
need all the labels in the training set. Another type is 
unsupervised learning, which has no labels in the training set. 
The last one should be semi-supervised learning which has 
parts of labels. When the data become larger, deep learning 
could perform better. For example, convolutional neural 
networks could get the feature vector easily when the big 
scale of graph data has been passed in the architecture of the 
neural networks. But this project does not have this big scale 
datasets, the regular algorithms would be chosen firstly[10]. 

Recently machine learning has improved potential in 
many fields, but little attention has focused on the security 
application. The main reason would be the rate of accuracy 
which is not suitable in this field. Another reason should be 
the scale of datasets. There are not enough attack data in the 
real world which make the neural networks perform worse. 
And also, the lack of explanation of deep learning is the 
reason. So this project has used support vector machines 
which is an important algorithm in machine learning. When 
the training set has been passed into the system, this method 
could build an efficient model to divide the total data into 
different categories[11]. The test data should also be 
separated into the right type by this model. It can get a clear 
gap between data easily. In one word, this method would be 
useful in detecting network attack. 

There have been many methods to do the detection 
mission in the smart system. Irregular detection has been 
mature in this field by detecting to the unusual behaviors 
from the whole system. For example, if the kernel of the 
system has been known, the detection system should be built 
easily[12]. But the knowledge of hardware is really too 
complex to build a detection system. Another choice should 
be monitoring physical perimeters in the operation. It has 
been used in many industrial systems. During the detection, 
the system needs to analyses the law of physics and 
hardware. According to the result, the detection would not be 
instant[13]. And some issue behind the data could not be 
captured in this detection. To be different from the detection 
on the hardware layer, the SWaT evaluates the attack 
behaviors according to the network situation. This method 
would design a detection system by monitoring the network 
code mutation. This method will overcome the physics 

limitation and the knowledge limitation. So this project has 
applied this SWaT simulation to be the classifier foundation. 

For experiment of this method, some studies have used 
the PLC to do the test. This test is equal to the real industrial 
environment, but the code is really complex. And the system 
would also be breakdown by this own hardware expect the 
network attack. Another kind of experiments are based on 
the microprocessor. This kind of hardware is cheap and easy 
to design. But the communication between the center cloud 
system and this microprocessor is different from the real 
smart home system. So this project has applied an Alibaba 
cloud to build a virtual smart home system to do the 
classification of the mutation codes and regular codes to 
detect the attack. 

In summary, the gap between my study and previous 
researches would be to build a clear classifier between the 
regular code and the code mutation by machine learning 
algorithm. In order to solve this problem this project has 
used the SVM to learn a model which could separate the 
network code into two categories, so the system can get the 
attack information instantly. This study has demonstrated the 
machine learning algorithm could perform excellently in the 
security fields.  

III. METHOD 

A.  Design of Edge Computing Architecture 

There are two layers in this architecture of the smart 
home system. Because in the real world the smart system 
would choose the personal computer to do the edge 
computing mission, this design could be simulated by the 
instances from the cloud services. 

In order to test the network commutation code mutation, 
this project will buy three Elastic Compute Services (ECS) 
from Alibaba cloud as the local computers. That three ECS 
should response the device layer which is the foundation 
layer in the IoT systems. This layer’s device could connect 
with each other by Internet, which might be attacked by 
others. Another type of code mutation should be from the 
data processing, because the edge computing systems need 
the local layer to compute the instant data. But during this 
research, the project will limit the code mutation. The only 
attack that the project will concern about is from cyber. This 
project will produce the cyber-attack to make mutation 
manually. This is the simulation of the edge part of the 
hardware. 

This project also needs a high level ECS as the central 
cloud computing system. When the edge part would have got 
the first level computing result, the system should process 
the final results by the central cloud computing resource. The 
communication between the device layer and the top layer 
would be by Internet too. So, the project will also focus on 
this type of cyber-attack. This kind of communication code is 
as same as the communication between the edge part. So 
these code will be put together. This is the simulation of the 
center part of the hardware. (see Fig. 2).   
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Figure 2. The hardware of system 

B. Generating Mutants and Regular Data 

According to the literature review, this project has used 
the software simulator which can make the study ignore the 
real damage to the hardware to do the design step. The first 
step should be generating the datasets. 

Firstly, the connection between three ECS to the cloud 
ECS should be build. And then when the system could 
connect the lower layer and higher layer, three types of code 
could pass in the connection. They are ECC-based, RSA-
based and MAC-based packages (see Fig. 3). Finally, this 
study has run the protocols in these virtue machines. This is 
the procedure of regular data producing. 

 

Figure 3. The ECC connection 

And this project would collect the abnormal data in this 
dataset to learn a classifier between regular and unusual 
behavior. After collecting the regular data, this project has 
changed that three packages to make mistakes between 
passing data. This step will take many time to get the new 
kind of dataset to simulate the attack situation. At last this 
project has given all labels to that dataset by human. It is 
easy to make the supervised learning and do the final test.  

C. Design of Learning Classifier 

From the hardware system we could collect two kinds of 
codes which are normal or abnormal. This project will 
transfer these codes into different feature vectors include 

positive one or negative one. The pre-processing of data 
should include separate the whole dataset into three parts. 
The first 70% data will be the training set, 15% of data can 
be the test set, and the rest will be the cross-validation set. 

The design will use a supervised learning algorithm, 
called support vector machines (SVM), to classify these 
training code vectors to find the mutation from the code. The 
SVM working mechanism is shown in Fig. 4. The best and 
easiest choice will be LIBSVM which has full library 
support and get the information automatedly. And more there 
are kernels in this method in order to solve the time 
prediction problem. When this approach has been applied in 
the training set that are prepared before, this method could 
learn the best boundary to divide the code feature vectors 
into two parts. According to the function which is used in 
SVM, the boundary can be linear or non-linear based on 
RBF. RBF is radial basis function. The final classification of 
this testing set should be reasonable because of the balanced 
situation between regular dataset and mutation dataset. 
Therefore, after this step, the system can learn the 
classification of the normal code and the attacked systems’ 
code. 

 

Figure 4. SVM 

There are there kinds of classification function which the 
project can choose. They are linear function, polynomial 
function and RBF. So we should choose the function 
manually by the following step. 

D. Design of Validation System 

In this last step, the system has collected two types of 
data and put them into positives and negatives vectors, and 
also got a clear classifier between these vectors by 
supervised learning. The final step should evaluate the 
classifier which is built in the second step and generalize this 
approach. The most important standard of the evaluation is 
the ability of generalization that means the learning system 
should suit for the new data input. When the learning 
processed the training set, the cross-validation set should be 
put into the module. Through the average of accuracy of the 
classifiers which use the different functions, the validation 
system could find a good boundary. SVM would apply three 
linear, polynomial and RBF classifier to divide the validation 
datasets. The result of the accuracy rate of different function 
is at table 1. This result has shown RBF classifier used in 
SVM could get the highest accuracy rate in this mission.  
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TABLE I. CROSS-VALIDATION TEST 
 

 
According to the results, the RBF-classifier should be the 

best choice. It has gotten the highest score in all the missions. 
So BRF has become this project’s classification function. 

IV. TESTING AND EXPERIMENT 

Firstly, we use three kind of connection which is ECC, 
RSA and MAC to connect with edge computers and the 
cloud computer. And in order to extract the network attack, 
we change the code as code mutation by ourselves. And then 
we collect all of the feature vectors of these codes as our 
datasets.   

In order to test the design this project will do an 
experiment by the testing set which belong to the whole 
dataset. The system will find the code mutation to predict the 
attack from Internet. Although this project will produce the 
data manually, we will have known the attack behaviors. The 
final evaluation should be the accuracy of the prediction 
which represents the ability to response to the attack. (see 
table 2).  

TABLE II. FINAL TEST 

Type Accuracy 
ECC 92.12% 
RSA 99.29% 
MAC 99.87% 

 
Finally, this project should show that RBF-classifier 

could perform excellently in the attack detecting missions in 
the smart home systems based on edge computing 
technology in the IoT era. It can get the 92.12%, 99.29%, 
and 99.87% rate of accuracy in the three kind of connection. 
This rate of accuracy is really high to be applied in real 
detection. So this method could be used in the real industrial 
world to detect the network situation to protect the whole 
smart home system.  

V. DISCUSSION 

This study has given a really clear classification between 
the regular code and mutation codes from networks. This is 
an important research in computer science. Firstly, this study 
used the edge computing architecture to simulate the smart 
home system. This is the future of the smart system which 
apply the personal computer to consist the real system. 
Secondly this method used machine learning algorithm to do 
the security missions. It should generalize the learning 
algorithm to a new field in computer science. In the further 
research the study should use deep learning algorithm to 
divide the attack code and usual code. During the dataset 
processing, the more data should be put into vectors which 
need many works. Finally, this project has got a clear 
classifier by RBF function. This can be used in the industrial 

systems. So this research has solved the gap which was 
introduced in the literature review. 

There will be two limitations during this project. The 
important limitation is the types of detection. Though this 
learning design, the only attack data which the system could 
find is the cyber-attack. But during the IoT system operation, 
the most common fault should be from the devices 
themselves. This kind of breakdown is random. The code 
mutation could not reveal this fault. If the study will focus on 
this kind of mistakes, the knowledge of the system and the 
law of physics should be processed in the method. It will 
make the system more complex and be based on different 
hardware. The second limitation is the accuracy rate. People 
would not use the machine learning algorithms in the 
security field because of this limitation. In this design the 
accuracy rate could be 99% by use the RBF function. But the 
system might lose some attack which do not has the normal 
feature. These limitations could ruin the IoT systems. Some 
new attack code would not be separated in the right 
categories. These two limitations should be the further 
direction of this study.  

.  

VI. CONCLUSION 

In this study, the project has applied a supervised 
machine learning algorithm which is support vector machine 
based on RBF function to do the classification mission 
between the regular codes and mutation codes to design a 
detection system in the smart home system based on edge 
computing. It is essential in the IoT fields to finish the 
network detecting. It is also a new application of machine 
learning. This study could get an excellent classifier in the 
IoT system and a further direction of application in computer 
science.  
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