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ABSTRACT
In parallel with the rapid developments of cloud-assisted IoT, the corresponding security and privacy issue
emerges as a challenge. Biometric recognition technologies are interesting and promising to reinforce
traditional cryptographic and personal authentication systems for cloud-assisted IoT. However, the biometric
information, if compromised, cannot be canceled and substituted easily. In this paper, based on fuzzy
commitment protocol, a fingerprint recognition scheme using minutiae-based sector coding strategy is
proposed for cloud-assisted IoT. In our strategy, the minutiae of a fingerprint are classified into many
designed sectors and then encoded according to their features. With the idea of fuzzy commitment, the key
encryption process is accomplished by using BCH codes and Hash mappings. Our scheme, not only provides
a flexible way to realize the fingerprint recognition between the complexity and security by designing error-
correcting codes with different parameters, but also offers a good balance between the genuine accept rate
(GAR) and the false acceptance rate (FAR) with customized sector coding strategies.

INDEX TERMS Internet of Things, information security, Biometrics, Error-correction codes

I. INTRODUCTION

THE emergence of the Internet of Things (IoT) has pro-
foundly affected our daily lives in many aspects includ-

ing finance, transportation, health, industry and so on [1]–
[4]. Along with the rapid developments of IoT, more clever
data processing techniques are required to lighten the load
of smart things [5]–[7]. Cloud-assisted IoT is a promising
scheme which may greatly boost advancements of IoT. On
the other hand, probably more important, the security and
privacy issue associated with the cloud-assisted IoT systems
still remains an outstanding challenge [2], [7]–[9].

The biometrics are widely used in the identity authenti-
cation system due to their unique and stability [10], [11]. It
is well known that biometric templates cannot be revoked
and republished as easily as classical keys [12]. Suffering

from the hardness of replacing biometric template, repeated
use of the same biometric features in different applications
aggravates the risk of information leakage [13]. That is ex-
actly the challenge faced by fingerprint recognition, which is,
though already one of the most mature and popular biometric
authentication techniques [14], [15].

In fact, fingerprint-based identity authentication systems
still attract lots of attention in recent years. In 2015, Barman
et. al. proposed a fingerprint-based crypto-biometric system
for network security, where the cryptographic key can be
generated from a cancelable fingerprint template of both
communicating parties [16]. In the same year, Cao and A.
K. Jain introduced a strategy to reconstruct the original
fingerprint image, in their approach, The orientation patch
dictionary is used to reconstruct the orientation field from
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minutiae, while the continuous phase patch dictionary is
used to reconstruct the ridge pattern [17]. In 2017, the case
of fingerprint recognition of young children is considered
in [18]. In 2018, Chugh et. al. introduced a convolutional
neural network to the fingerprint recognition and proposed
a new approach for fingerprint spoof detection [19], in which
the local patches centered and aligned using fingerprint minu-
tiae. In the same year, the group of A. K. Jain proposed
an automated latent fingerprint recognition algorithm that
utilizes convolutional neural networks again for ridge flow
estimation and minutiae descriptor extraction and extracted
complementary templates to represent the latent [20], [21]. It
is clear that it is still necessary and worthwhile to improve the
fingerprint recognition with the help of protection techniques
for biometric templates [22]–[24].

Fuzzy commitment is one of the popular biometric en-
cryption schemes by using error-correcting codes to im-
plement the provable security [25]. With the help of the
error-correcting capacity of the associated error-correcting
codes [14], The fuzzy commitment scheme quantifies the
differences of biometric data with the distances of codewords
and allows the fuzziness of biometric templates to promote
the performance of the identity recognition system. More
precisely, in the fuzzy commitment scheme, the fuzzy range
depends on the error-correcting capability of the correspond-
ing code: the stronger the error-correcting capability of the
associated error-correcting code, the lower the false rejection
rate (FRR) is the corresponding biometric encryption sys-
tem [26]. And on the other hand, the stronger error-correcting
capability will also result in higher false accept rate (FAR)
for the biometric encryption system [26]. Thus, according
to different application scenarios, error-correcting codes with
different error-correcting capacities are required.

For a fingerprint recognition based on fuzzy commitment,
one of the key steps to template protection as well as cryp-
tographic key generation is to associate the features of the
fingerprint with an error-correcting code [10], [14]. So far, a
minutiae-based method using minutiae information to iden-
tify and verify users offers a reliable identity authentication
strategy [27]. To avoid the errors caused by the rotation or
translation versions of each fingerprint image, the conven-
tional minutiae-based matching algorithms take the Cartesian
positions and orientations of minutiae as matching features to
align fingerprint images [27], [28]. It is well recognized that
the impressions captured at different times or by different
sensors are also very likely to be deformed due to varied
pressure power or corruptions [13]. Therefore, to associate
the features of the fingerprint with the error-correcting codes
efficiently, it is interesting and worth to study the design
of error-correcting codes that associated with a fingerprint
recognition system based on fuzzy commitment.

In this paper, we introduce a new strategy for designing the
error-correcting code according to the minutiae information
of a fingerprint. In particular, based on fuzzy commitment
protocol, a fingerprint cryptosystem using minutiae-based
sector coding is proposed. In our strategy, the minutiae in a

fingerprint are classified into many designed sectors and the
minutiae information in each sector is encoded by a designed
sequence. The key encryption process is accomplished by
using BCH codes and the Hash function. The numerical
results show that our protocol not only provides a secure
strategy for storing fingerprint information but also offers
a good balance between Genuine Accept Rate (GAR) and
False Acceptance Rate (FAR) flexibly by choosing BCH
codes with different parameters.

The structure of this paper is as follows. In Section II we
first introduce the basic idea of our sector coding strategy
and then we show how to encode the minutiae information
of each sector with an ordered binary sequence. A fuzzy
commitment scheme based on our fingerprint sector minutiae
encoding is given in Section III. The discussion on our
proposed strategy and the corresponding security analysis are
given in Section IV. Finally, we conclude our work in Section
V.

II. SECTOR CODING BASED ON FINGERPRINT
MINUTIAE
Typically, the conventional fingerprint recognition takes the
Cartesian positions and orientations of minutiae as matching
features, thus the alignment is necessary to be done first and
then the matching scores of corresponding character points
could be computed [29]. It is evident that the fingerprint
acquisition regions obtained by each time are not necessarily
identical, just as shown in Figure 1. Thus only their overlap
regions are considered as the valid region to compute the
matching scores [28].

FIGURE 1. The red rectangles indicate the overlap regions of aligned
fingerprint Images, which are just parts of areas extending outward from the
core point of each corresponding fingerprint.

In this paper, we also need to choose the core point of a
fingerprint as the coordinate original point first. The valid
fingerprint region is classified into many designed sectors
and then the minutiae information in each sector is encoded
by a binary sequence. The basic idea of the fingerprint
image processing based on sector minutiae is as follows:
When a fingerprint image is captured, the minutiae will be
extracted first and then the core reference point will be chosen
by which, one accomplishs the coordinates transformation.
Next, we start to treat the sector division problem which
composing two key operations: concentric zoning and ray
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partition. Then one can encode the information in each sub-
sector according to the features of minutiae in it. Finally one
can obtain n ordered binary sequences that to be processed
by using n randomly chosen code words. We illustrate the
basic idea in Fig. 2 and the details are introduced as below.

1) Valid Image Region and Minutiae Extraction
While there is no guarantee that the captured fingerprint
images have an identical valid region, the fingerprint im-
ages can be cropped and given tags of valid region. Then,
fingerprint minutiae extraction algorithms are imported to
extract minutiae information of the associated fingerprint im-
ages. Here, the format of minutiae information is represented
as:(xi, yi, θi, T ), where the xi, yi indicates the position, θi the
direction and T the minutiae types.

2) Core Reference Point in Fingerprint Images
Having chosen the valid regions of fingerprint images, we
are in a position to find the core point of an image with the
Poincare Index (PI) algorithm [30]. The coordinate axis is
built by taking the core point of a fingerprint image as the
origin of coordinate, with respect to the stream curves around
the core point. The coordinate conversion of minutiae will
be performed in the new coordinate system. The conversion
formulas are as follow:

x′ = x0 + (x− x0)× cos θ0 − (y − y0)× sin θ0 (1)

y′ = y0 + (x− x0)× sin θ0 − (y − y0)× cos θ0 (2)

θ′ = (θ + θ0) mod 2π (3)

T ′ = T (4)

Here, (x0, y0, θ0), (x, y, θ) and (x′, y′, θ′) indicate the coor-
dinate of the core point of a fingerprint image, the coordinate
of the concerning point in the fingerprint image and the new
coordinate of the concerning point, respectively. It is obvious
to see that the minutiae type of the concerning point will
remain the same, thus T ′ = T .

3) Sector Division
In this subsection, we introduce the sector division method.
First, we draw two circles named as an inner circle with
radius r and outer circle with radius R in such way that the
valid region is surrounded by these two circles. Second, the
valid regions are further divided into n circular rings with
the same width by concentric circles. Finally, the second
partition is performed by drawing rays with the center being
the start point in such a way that the angels between rays are
constant, say θ. It is easy to see that by the two partitions, the
valid region of a fingerprint image is parted into n× (360/θ)
sectors. As an example, the sector division with the origin as
the center is shown below in Fig. 3, of which r = 10, R =
50, n = 4, θ = 30◦. Obviously, 4 × (360/30) = 48 sectors
could be obtained after the division. In Fig. 4, we show
the distributions of fingerprint minutiae in the partitioned

sectors. It is evident that, if the minutiae come from the same
fingerprint, then the two distributions are almost the same. On
the other hand, if the minutiae come from different fingerprint
images, the distribution differences can easily be checked.

FIGURE 3. The idea of sector division. Here, r = 10, R = 50, n = 4, and
θ = 30◦, thus the valid region of a fingerprint will be divided into 48
sub-sectors indicated with Arabic numeral.

FIGURE 4. Distributions of fingerprint minutiae. The one on the left indicates
the minutiae come from the same one but collected at a different time
(represented by red squares and blue squares, respectively). The one on the
right indicates the minutiae come from different fingerprints.

4) Sector Minutiae Coding
Generally, after the sector division, the fingerprint minu-
tiae are distributed in those sectors randomly. In Fig. 5,
we take two samples from a standard fingerprint database
(FVC2004). We can see that the differences between each
sector are mainly reflected on numbers of minutiae, types
of minutiae and also the corresponding angle information.
Therefore, one of the key steps is to characterize the minutiae
information with designed bit strings, i.e. codewords, which,
as a sequence, will result in a reasonable codewordwith each
fingerprint images. In other words, here we need to introduce
an encoding procedure to accomplish this task.

We know, generally, a fingerprint image can be partitioned
into M sectors, in which M = n × (360/θ), where n is the
number of rings, and a = 360/θ is just the number of sectors
in each ring. It is easy to see that a fingerprint image can be
mapped to a bit string with length N , where N = k ×M .
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FIGURE 2. Fingerprint image processing based on sector minutiae.

FIGURE 5. Sector Minutiae Distributions of FVC2004 DB1 73-6 ( left ) and of
FVC2004 DB1 73-7 ( right ). The squares of different colors indicate minutiae
of different types.

In fact, each fingerprint sector can be represented by a fea-
ture vector with length k to reflect the minutiae information,
which can be obtained by the following steps: judgment on
valid regions of a fingerprint, statistics of minutiae quantity
for a given region, statistics of minutiae types and sector
direction calculation. Here, we introduce two strategies to
represent the minutiae information. One is long sector coding
with the length of information bits k = 13 and the other is
the so-called short sector coding with k = 9.

The long sector coding strategy exploits the direction
information associated with the minutiae to improve the
precision of fingerprint minutiae [31]. Here we allocate four
bits to denote the direction information which can be ob-
tained as follows. First, we need to quantify the original
direction information mentioned in the last subsection. Given
the original direction θ(i), the quantified direction can be
obtained with Eq. (5).

θq(i) = bθ(i, j)/σc (5)

Here, θq(i) is the direction after the quantization, σ is set
to be 30◦ in this paper implying the direction information re-
duced to six directions only1. Then, we compute the direction
value θSi

of each sub-sector with Eq. (6).

θSi
= b 1

NSi

∑
(i,j)∈Si

θq(i, j)c (6)

Here,NSi
is the number of pixel block in the ith sub-sector

and Si denotes the ith sub-sector image region. θSi
is just the

1In fact, σ can be set to be any angle depending on the required degree of
accuracy.

average of direction values of the ith sub-sector after round
down operation. In table.1, based on the idea of Gray codes,
we illustrate the representation of selected direction values.

TABLE 1. The coding of sub-sector directions with the idea of Gray codes.

Direction Values 0 1 2 3 4 5
Direction Representations 0111 0101 0100 1100 1101 1111

The main criterion of a fingerprint identification system is
the similarity between relative locations, types, and the angle
information of fingerprint minutiae. The fingerprint codes
just exploit this valid information and encode them as a fixed-
length codeword with appropriate data form which can be
encrypted later.

The only difference between the long and short fingerprint
coding strategies is that the short sector coding is composed
of only three parts: valid regions tags, number of minutiae in
given region and minutiae types. However, in the long sector
coding strategy, we also consider the sub-sector directions
with an additional four bits besides the information contained
in short strategy.

In Fig. 6, we illustrate the strategy of long sector coding.
For simple, in this paper, we take the short sector coding as
an example to explain our strategy in detail. Fig. 7 depicts
the scheme of short sector coding which includes flag digits
(two bits), number of minutiae (three bits) and minutiae types
(four bits).
• Flag digits: two bits, which is used to indicate the validi-

ty of the concerning sub-sector. If there is no fingerprint
information in a given sub-sector due to the considered
region is small, we take 00 to indicate this case implying
this region is invalid. Otherwise, we take 11 to indicate
a valid region.

• Number of minutiae: three bits, straight forward, we
take 000 to indicate that there are no minutiae in the
considered sub-sector. Similarly, 001, 011, 111 indicate
the number of minutiae is 1, 2 and 3 or more, respec-
tively.

• Types of minutiae: Four bits, we use 0000 denotes
no information contained. 0001 denotes the minutiae
is composed of one endpoint, 1000 one branch point.
Similarly, 0101, 1001 and 1010 denote two endpoints,
one endpoint, and one branch point, two branch points,
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respectively. The case that there are more than two
minutiae in the concerned sector is denoted as 1111.

In Table 2, we show the rules to represent the minutiae
information of each sub-sector in detail.

2 bits

Flag

3 bits

Number of 
Minutiae

4 bits

Minutiae Types

4 bits

Sub‐sector 
directions

FIGURE 6. Structure of sector minutiae coding with long strategy.

2 bits

Flag

3 bits

Number of 
Minutiae

4 bits

Minutiae Types

FIGURE 7. Structure of sector minutiae coding with short strategy.

TABLE 2. The structure of sector coding of fingerprint minutiae. The flag is
composed of two bits which are used to signify the concerning region being
valid (represented as 11) or not (represented as 00). Note that in the invalid
region, there is no valid information considered. The block of a number of
minutiae consists of three bits, where 000 indicates no minutiae contained,
001 one minutia in the concerned region, 011 and 111 indicate two or more
minutiae, respectively. The block of minutiae types consists of four bits, where
0000 denotes no information contained. 0001 denotes the minutiae is
composed of one endpoint, 1000 one branch point. Similarly, 0101, 1001 and
1010 denote the three different minutiae types respectively as shown in this
table. Note, we use 1111 to denote the case that there are more than two
minutiae in the concerned sub-sector.

Region
Attribute

Flag
Digits

number of minutiae types of minutiae

invalid
region

00 000 0000

valid region 11

0 000 0000

1 001
one endpoint 0001

one branch
point

1000

2 011

two endpoints 0101

one endpoint
and one

branch point

1001

two branch
points

1010

3 111 1111

To show the idea of sector coding more clearly, we con-
sider the fingerprint labeled DB1 : 1 − 1 in the standard
fingerprint database FVC2004 [32]. If we set n = 3, θ =
π/6, then we can get 36 valid sectors. With the coding
algorithm mentioned above, the minutiae are transformed
into 36 vectors as shown in Tab. 3.

It is easy to check the rationality of sector coding. For
example, if there is a valid sector contains one branch point,
it will be encoded as 110011000. The hamming distance

TABLE 3. Fingerprint codeword obtained by using sector minutiae coding

110011000 110010001 110000000 110011000 110000000 110011000

110000000 110000000 110000000 110000000 110000000 110000000

110000000 110000000 110000000 110111001 110000000 110000000

110011000 110000000 110000000 110000000 110000000 110000000

110011000 110000000 110010001 110000000 110000000 110010001

110000000 110010001 110000000 110000000 110000000 110000000

between this codeword and 110111001 is 2, where the latter
denotes the case that there are two minutiae consisting one
branch point and one endpoint in the concerned sub-sector. A
similar relation exists between 110011000 and 110111010,
where the latter implies there are two branch points in the
valid sector. As the hamming distance between them is 4, it is
harder for 110011000 to be transformed to 110110101 which
indicates there is two endpoint in the valid sector. Likewise,
the hamming distance between 110011000 and 111111111 is
5, thus it is reasonable to know that it is, even more, harder
for a valid sector with one branch point is corrupted to be a
valid sector with more than two minutiae.

III. A FUZZY COMMITMENT SCHEME BASED ON
FINGERPRINT SECTOR MINUTIAE CODING
Fuzzy commitment algorithm that applied to the encryption
stage of biometric identification is derived from the idea
of a bit commitment scheme. The idea of the traditional
fuzzy commitment scheme is illustrated in Fig. 8 [25]. Let
H : {0, 1}m → {0, 1}l be an one-way Hash function and
define F (C,X) = (H(C), X − C), where C is a codeword
in error-correcting code space andX−C = ε. The two stages
of fuzzy commitment can be viewed as commitment and de-
commitment. In the stage of commitment, we first choose
a codeword C randomly as the initial key, then we use the
biometric sequence of a registrar X to encrypt the key C.
After computing (ξ, ε) = F (C,X) = (H(C), X − C), we
store (ξ, ε) in a database or a cloud platform.

In the stage of de-commitment, when the input biometric
sequence of an authenticator X ′ is received, we obtain C ′

by the relation that C ′ = X ′ − ε = C + (X ′ − X).
Then the error-correcting technology in, the correspond-
ing decoding algorithm is called to accomplish the error-
correcting task. We name the output of decoder as C ′′, i.e.
C ′′ = Decoder(C ′). Now one can compare the value of
ξ and H(C ′′). If H(C ′′) = ξ holds, this authentication is
approved, failed. Given the error-correcting capability of the
concerning code is t, i.e. up to t errors can be corrected by the
error-correcting code, the authentication will succeed while
the hamming distance between biometric sequence X ′ and
X is less than or equal to t.

Just as shown in Fig. 8, in traditional fuzzy commitment
scheme, the helper data are constructed as a codeword from
a selected error-correcting code (C), used to encode a chosen
secret, masked with the biometric sequence (X) that has been
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observed during enrollment. Note, here X = C + ε and ε
are assumed to be public. In the biometrics secrecy system,
C as the secret key in the template is hidden by using a
Hash function. Therefore the secret of the biometrics systems
highly depends on the size of the codeword space of the error-
correcting code.

It is obvious, in traditional biometrics secrecy system
based on fuzzy commitment, we can obtain C ′ with the
biometric sequence (X ′) and ε. However, during the authen-
tication process, the decoded output C ′′ that obtained by the
error-correcting decoding procedure, should be exactly the
same as the original C, due to the features of Hash function.

Of course, this requirement guarantees the secret of the
concerning system, however, in some sense, reduce the ro-
bustness of the biometrics authentication system. In this
paper, we improve the traditional biometrics secrecy system
based on a fuzzy commitment by using the sector coding
discussed in the last section. With the idea of sector division,
we offer a flexible way to realize the fingerprint recognition
between the complexity and security by designing error-
correcting codes with different parameters. Our scheme also
provides a good balance between the genuine accept rate
(GAR) and the false acceptance rate (FAR) with customized
sector coding strategies. The basic idea of the protocol can be
shown in Fig. 9, which composes two key phases: registration
and authentication.

A. REGISTRATION PHASE

In the registration phase, we need to map the fingerprint
code P to a secret template, which can be accomplished
as follows. Take the fingerprint P = {p1, p2, , pN−1, pN},
where pi (1 ≤ i ≤ N) indicates the fingerprint code of
the ith sector composing the flag bits (Fi) and information
bits (Ii). Then we select a codeword from the error-correcting
codeword space randomly and apply the XOR operation on
Ii and Ci to obtain the updated information bits I ′i , i.e.
I ′i = Ii + Ci.

When the short sector coding is applied for the fingerprint
coding, we choose the BCH code (15, 7, 2) with code length
being 15 and distance 2. Note that, in order to implement
the XOR operation, we need to append zeros to the end of
the information bits of the concerning fingerprint code such
that the length of the information bits and the codeword are
same. Similarly, When the long sector coding strategy is
applied, the BCH code (15, 5, 3) with distance 3 is chosen.
Of course, the appending operation is also required here.
By this way, the template can be obtained, where T =
{T1, T2, , TN−1, TN} and Ti = Fi, I

′
i . The idea of this phase

can be illustrated with Fig. 10.
After the fingerprint map, one key step is to encrypt each

codeword Ci with Hash function, and the resultant key is
denoted as H where H = {H1, H2, ...,HN−1, HN}. The
key H and fingerprint template T are all data should be held
in the database (or cloud platform) to be used to identify the
validity of the authentication.

Based on this scheme, there are different error-correcting
codes can be chosen for different modes of sector minutiae
coding. The parameters requirements for different security
of biometrics identification system can be realized by the
dynamic adjustment of error-correcting digits. The security
of the biometrics information of users can be guaranteed by
the random selection of codewords since it is impossible to
recover the original fingerprint minutiae from just fingerprint
template T .

B. AUTHENTICATION PHASE
In the authentication phase, the fingerprint code P ′ is gener-
ated from the fingerprint images with feature extraction and
sector coding. Then the corresponding template T is drawn
from the database and the XOR operation is performed on
T and P ′ yielding the sequence C ′. It is easy to see that,
C ′ can be viewed as the original codeword C with noise.
Thus, take C ′ as the input of a decoder for BCH codes, the
output C ′′ should be exactly same as C if the fingerprint
image is legal and the error caused by the noise can be
corrected by the corresponding BCH code. Next, the Hash
value of C ′′ will be calculated and the result is denoted as
H ′ where H ′ = {H ′1, H ′2, ...,H ′N−1, H ′N}. Now, we can
compute the matching score of s of this authentication by
Eq. (7) as follows,

s =
Nε

N − α− β + γ
× 100. (7)

Here, N indicates the total number of sectors, α and β the
number of invalid sectors of the register and the authenticator,
respectively. γ denotes the number of common invalid sectors
of the register and the authenticator. Nε indicates the number
of sectors that the corresponding keys of the register and of
authenticator are identical. The authentication is successful if
the matching score s is larger than a threshold λ and fail if s
below λ.

IV. DISCUSSION
The procedure of the scheme shows that the error-correcting
codes with different parameters can be designed according
to practical requirements. The security of the fingerprint
information is guaranteed by the mapping methods of code-
word space which realized by using a Hash function here.
In some sense, the security of this system can almost reach
the same level as the one with the same length of key,
given the codeword space is not exposed. For the case that
the codeword space is exposed, the security of this scheme
totally depends on the size of the codeword space of the
concerning error-correcting code. In our scheme, the value
of Hash mapping are truncated with one fixed length, say 40
bits. Thus the length of the key is 40 × N , where N is just
the number of sectors.

Given N = 60, for example, the length of the binary key
is 2400. Once the information about the concerning error-
correcting codes is leaked out, the security of this identity
authentication system depends on the size of codeword space.
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Suppose the error correcting code in use is BCH(31, 21, 4),
a key with length 21× 60 can be obtained. Clearly, the larger
the codeword space, the higher the security performance of
the system and vice versa. For simple but without losing
any generality, in this paper, we consider the BCH code
with length 15, say the codeBCH(15, 7, 2) whose codeword
space size is 27. It is evident that it will take 12860 attempts
to break through the system with methods of brute force. We
want to point out that the security can be improved easily

with an advanced error-correcting code adopted. Of course,
along with the adoption of the advanced error-correcting
code, a new sector minutiae coding strategy is required,
which also can be easily designed based on our proposed
coding approach.

Typically, we can use the genuine accept rate (GAR)
and false acceptance rate (FAR) to evaluate the fingerprint
recognition system. In this paper, we test our system by using
fingerprints from the online database DB1-A of FVC2004.
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There are 100 fingerprints in DB1-A, thus we can obtain 800
fingerprint images if each fingerprint is captured 8 times.
Suppose each fingerprint image is divided into 60 sectors
with the parameter value as r = 8, R = 123, n = 5 and
γ = 30o. We compute the GAR and FAR of the proposed
fingerprint recognition system under two cases: short finger-
print coding and long fingerprint coding. In Tab. 4 and 5, we
show the numerical results under different thresholds.

The lengths of sector minutiae coding are 540 and 780
when the short encoding scheme and long encoding scheme
are adopted, respectively. According to the methods men-
tioned at (III-A), the FAR and GAR are obtained under
different thresholds denoted as λs. In Tab. 4 and 5, we display
the performances of GAR and FAR by using our scheme with
the values of λ being 70, 75, 80, 85, 90 and 95 respectively.

TABLE 4. The GAR of the proposed fingerprint recognition scheme with
r = 8, R = 123, n = 5, γ = 30o

Thresholds λ 70 75 80 85 90 95 100

Short coding strategy 93.8 92.5 91.7 90.8 89.7 88.5 86

Long coding strategy 91.6 90.7 89.9 89.0 88.1 87.4 85.3

TABLE 5. The FAR of the proposed fingerprint recognition scheme with
r = 8, R = 123, n = 5, γ = 30o

Thresholds λ 70 75 80 85 90 95 100

Short coding strategy 0.75 0.63 0.45 0.31 0.12 0.05 0.03

Long coding strategy 0.57 0.48 0.37 0.20 0.08 0.01 0.01

It is easy to see the higher the threshold, the more similar-
ity between the registered fingerprint and the authenticated
fingerprint are required. Thus, FAR should be relatively low
just as shown in Tab. 5. On the other hand, the lower threshold
means less similarity between the registered fingerprint and
the authenticated fingerprint could be accepted. Therefore,
both the GAR and FAR would be relatively high.

It is also interesting to consider and compare the two
coding strategies discussed in this paper. For example, given
the threshold λ being 70, when the short coding strategy
mentioned in this paper is in use, the GAR and FAR are

93.8% and 0.75%, respectively. While, if long coding strate-
gy is exploited, the GAR and FAR are turn out to be 91.6%
and 0.57%, respectively. It obviously that, the short coding
strategy yields a better GAR when compared with the long
coding strategy. On the other hand, a better FAR would be
obtained when using a long coding strategy. We can check
this result again by considering the case that λ being 95.
It is evident that the GAR and FAR are 88.5% and 0.05%,
respectively, when the short coding strategy is in use. While
the GAR and FAR will be reduced to 87.4% and 0.01%,
respectively if one chooses the long coding strategy.

V. CONCLUSION
Consider the scenarios of cloud-assisted IoT, we develop
an identity authentication by using fingerprint recognition
system based on a fuzzy commitment scheme. In this way,
the idea of fuzzy commitment is successfully applied in the
fingerprint recognition system to alleviate the information
leakage problem. The error-correcting codes used in the
fingerprint recognition system play a crucial role in the
security of the system as which highly depends on the size
of the codeword space of the concerning code. Our scheme
provides a flexible way to realize fingerprint recognition be-
tween complexity and security by designing different error-
correcting codes. Moreover, one also can adjust the threshold
(λ) according to various application scenarios to achieve a
balance between GAR and FAR.

The flexibility of the proposed scheme is accomplished by
introducing a sector coding strategy based on the minutiae
information of fingerprint into a fuzzy commitment scheme.
We also want to point out that, for simplicity, we take
BCH codes [15, 7, 2] and [15, 5, 3] during the numerical
simulations. In fact, an advanced error-correcting code may
be required in practices due to the security issue. Along with
the adoption of advanced error-correcting codes, the sector
minutiae coding strategy may be required to improve, and a
more advanced coding strategy should be designed. However,
the sector minutiae coding strategy proposed in this paper can
easily be expanded and improved based on a similar idea.

As a future work, we noticed that artificial intelligence
has attracted lots of attention in recent years and the deep
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learning has been introduced in the identity authentication
scheme based on fingerprint recognition [17], [19]. It is in-
teresting to consider the applications of the neural network in
the sector coding, by which one may design a more advanced
coding strategy to satisfy the requirements come from the
advanced error-correcting codes that required in a practice
identity authentication scheme. We think the deep learning-
based sector coding may play a crucial role for addressing the
security and privacy problems for cloud-assisted IoT.
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