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Abstract— A novel scheme for the introduction of chaos based 

security into embedded systems at an architectural (hardware) 

level is presented in the current paper. The logistic map is 

simplified for use in resource-constrained microcontrollers in the 

encryption of digital data through interface protocols like SPI etc. 

The paper, as an example, presents an outline of the registers and 

their associated logic for such an 8 bit chaotic modulator. 

Correlation analyses along with a Gottwald-Melbourne test 

proved its robustness for security. The paper develops a micro-

architecture that involves the proposed chaos generator and 

discusses the control methods by which data is to be handled for 

seamless encryption/decryption without processor involvement. 

The descriptive work presented is proposed to be a silicon level 

encryption technique and its implications are generalized to be 

used with other word sizes and interface protocols, in any 

microcontroller. 
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I. INTRODUCTION 

Security has been one of the main concerns in any system 

since the inception of data transfer and communication. Even in 

an embedded application, security becomes critical in many 

environments. Tapping of data, which is being transferred by a 

standard hardware interface like UART, by an unknown third 

party is certainly undesirable for a multitude of reasons. The 

design challenges and requirements for an ideal security system 

are – robustness, simplicity (cost and power) and fast pace 

(Ravi et al., 2004). The most common way of securing data is 

to encrypt it with keys. To the best of my knowledge, 

encryption techniques like the pseudo-random methods have 

been widely used but the degree of complexity involved in its 

implementation, makes it unsuitable for applications like a 

deeply embedded system. Other more attractive encryption 

schemes (Menezes et al., 1996) and approaches have been 

successfully deployed in embedded environments in numerous 

papers. Although extensive research has been carried on 

encryption algorithms and their usage, a hardware based 

approach is rather limited (Wolf and Weimerskirch). The focus 

of the paper is to develop a simple, fast pace and robust 

hardware scheme (not an algorithm) for encryption that can be 

doped onto the microcontroller’s silicon.  

Chaos theory provides a method of producing seemingly 

random but deterministic numbers - the logistic map (Gleick, 

1987). The current paper elucidates a different implementation 

of the logistic map into an embedded environment for 

encryption. The details of its implementation are dealt in the 

next section. The paper presents a simplification to the map to 

reduce hardware requirements without compromising security. 

A framework is developed to use this map to achieve 

encryption without any processor involvement. The proposed 

binary model implements the logistic map in a way that is 

structurally similar but not mathematically equivalent to the 

logistic map. Such a use of Chaos theory for encryption and 

security isn’t a new concept. The logistic map has been an 

established method for producing chaos even at a hardware 

level using a large number of multipliers (Pande A. & 

Zambreno J., 2010) and other more complicated ways (San-um 

et al., 2015). Unlike such prior works, the paper takes the step 

to simplify the map rather than increase permutations. The 

advantage of proposed model is that the map is simplified to a 

single multiplication based chaos generator which satisfies the 

minimalistic hardware requirement. A correlation analysis and 

the Gottwald-Melbourne test of the model’s sequence of codes, 

shows a chaotic nature and that the simplicity of the model 

doesn’t necessarily hamper its effectiveness in terms of security. 

The paper’s target is to use such a simplified but secure chaotic 

model and elucidate the register structures, architecture and 

data transfer schemes required to practically incorporate such a 

technique in a microcontroller. In the literature survey 

conducted, there have been several chaos models implemented 

in various variations as an algorithm or its bare 

FPGA/microcontroller implementation (e.g. De La Hoz et. al.). 

However, simplification of chaos, its associated architecture for 

encryption and data handling by the architecture, in the 

proposed way, has not been done before. The paper proposes 

such a way to provide silicon level encryption facilities for 

microcontrollers, in applications where security is necessary 

but running an encryption algorithm only adds on to processing 

burden on the already limited capability of a microcontroller, 

which is undesirable. The current work is proposed as a 

solution to this issue. 

II. THE PROPOSED CHAOTIC MODEL 

Devised in 1845, the logistic map is a one-dimensional 

feedback system primarily used to model variations in 

populations over discrete periods of time (Williams, 1997). The 

logistic map is presented here for completeness: 

( )1 * * 1n n nx r x x
+

= −
 

Where, 1nx
+

 is the next code with nx  is the current code and 

r is the multiplication factor. By evaluations, it is seen that 

most r values in the range of 3.57 to 4 (Zhang, 2010) will 

result in chaos. The chaotic nature of a sequence of codes can 

only be known empirically, by generating the sequences. As 

such, it has been empirically found that r = 4 results in a 

chaotic system. The value of ‘4’ is chosen to simplify the 

computations in the map. Chaos and specifically the logistic 

map, also have the important property that small variations in 

the initial conditions (the very first nx  value) will result in 

drastic changes of 1nx
+

as several iterations are completed. This 

particular property along with no periodicity makes the use of 
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the logistic map, an incredible tool for data encryption. For the 

proposed scheme, it is obvious that multiplication is required 

since it is this operation that creates the necessary non-linearity 

and thus cannot be evaded. Since binary logic multiplication is 

a computationally costly process, it is paramount to limit the 

number of multiplications done. Because the multiplication 

factor ‘ r ’, as explained before, has to be greater than 3.57, an 

advantageous value of 4 is chosen. If r = 4, then one of the 

multiplications becomes simplified into a shifting operation in 

the binary domain. Therefore one ‘single cycle combinational 

logic multiplication’ is all that is needed for generating chaotic 

codes. As an example model, let ‘Xn’ be an 8 bit register 

(specifically parallel – in & parallel - out). Then, ‘1-Xn’ is 

mathematically 1 added to the 2’s complement of ‘Xn’. The 2’s 

complement of ‘Xn’ is itself 1 added to the bitwise negation of 

‘Xn’. Thus in totality, ‘1-Xn’ then becomes 2 added to the 

bitwise negation of ‘Xn’. It is important here to insist that 

mathematically 1nx
+

and nx are positive fractional values that 

are always less than 1 but the ‘Xn’ and ‘1-Xn’ registers do not 

represent the fractional values between 0 to 1, instead it 

represents 0 to 255. Therefore the binary value of 2 = 10 is 

directly added to the bit wise negated ‘Xn’ value. 

Experimentally, adding 1 instead of 2 also produced acceptable 

results. However in further discussions, the value of 2 is 

adhered to since it comes from the line of thought presented. 

This is why the model is not mathematically equivalent with 

the logistic map and although the model doesn’t exactly mimic 

the map, it does produce usable codes
1
.  

 
Fig. 1 Illustration of the discussed module 

 
The two 8 bit data are then multiplied by a combinational 

single cycle multiplier to produce a 16 bit product. 

Multiplication with ‘ r = 4’ is done by left shifting the entire 16 

bit product twice. The two MSB’s that get shifted into positions 

17 and 16 are not considered since only bits in position 15 and 

the 7 bits thereafter are of interest in the proposed scheme. 

Instead of shifting twice such that the bit in position 13 comes 

to position 15 and so on, an alternative method is to consider or 

wire the 8 bits from position 13 as the next chaotic coefficient 

‘Xn+1’. This saves crucial time and avoids unnecessary 

clocking delay and logic required to shift the data. As a result, 

new chaotic codes can be generated for every clock cycle 

satisfying the fast pace requirement. These processes are only 

used to produce the chaotic codes. The data, however, is 

encrypted/ decrypted in a subsequent stage by using 

combinational circuitry along with the data to be transferred or 

received. This combinational circuit is called the 

mixer/extractor. The simplest example of such a 

mixer/extractor is a bitwise XOR. Figure 1 shows the register 

structures discussed.  Since only bits in position 13-6 (8 bits) 

are actually required, combinational logic to produce them 

alone is sufficient for practical implementation. This creates a 

highly compact and space efficient encryption scheme.  

III. ROBUSTNESS & SECURITY 

A correlation analysis
2
 conducted shows that the 8 bit model, as 

presented in figure 1, cannot be used as it is. This is due to 

significant correlation seen among the generated codes because 

the word size is too small for chaos to set in. However, an 8 bit 

chaotic code obtained as a segment out of a 32 bit chaos model 

showed acceptable uncorrelated subsequent values and the 

Gottwald-Melbourne test proved its chaotic nature. The 

working of such a model might require a 32 bit facility, but 

these requirements exist only within the model including the 

adder and multiplier (the ALU is not involved anywhere). The 

all-important data bus of the model, that provides the codes, is 

only 8 bit wide. Thus it doesn’t affect the rest of the 

architecture and can be readily deployed in existing 8 bit 

microcontrollers. According to the model, the user will provide 

the required initial 8 bit ‘Xn’ data. It is suggested that the 32 bit 

model will repeat this data 4 times to obtain a 32 bit ‘Xn’ word 

for initialization, wherein subsequent codes will be chaotic and 

usable for encryption. Doing so ensures that the initial 32 bit 

‘Xn’ word doesn’t correspond to any of the lock-in values that 

will produce periodic codes instead of chaotic ones. For all 253 

8-bit initial user provided values (except 0 and 255), the 

resulting 8 bit codes obtained as a segment of the 32 bit 

model’s codes are found to be chaotic. An extensive survey of 

the 32 bit model to check for lock-in values, if any are present, 

is beyond the scope of this concept introduction paper. The 

paper and this section in particular is meant for establishing the 

fact that this simple and minimalistic hardware based model 

could be a valuable tool for security at the hardware level. The 

word ‘hardware’ is repeatedly stated because this is one of the 

first attempts in using the logistic map in a highly simplified 

but not exact way for the silicon level implementation. It is also 

novel in its approach such that it shows complex maps are not 

really needed to produce usable codes even at the 8-bit level. 

The proposed model’s simplicity is absolutely necessary if it is 

to be a part of a microcontroller’s architecture and its highly 

constrained environment. However, the model is not meant for 

any particular protocol or to be associated with any particular 

processor architecture. It is meant to introduce a simplified way 

of producing chaos using dedicated hardware in the form of a 

multiplier, logic gates and registers. 

Although the logistic map produces seemingly random 

chaotic codes, they are actually deterministic. Thus if one value 

is known, all subsequent values can be mathematically 

calculated using the logistic map. This is a valid problem if the 

logistic map were to be used exactly. The model uses the 

logistic map in a slightly different way in that, the register 

values aren’t exactly corresponding to the fractional values 

obtained in the logistic map. In any case, the proposed model is 

also deterministic with subsequent codes having a 

1 The supplementary file to produce, analyse and test the chaotic codes is available here – 

   https://drive.google.com/open?id=0B7-nEYv3DlzuUEVrNDduVEd5VDQ 
2 At this point, it is suggested that the reader go through the correlation analysis and Gottwald-Melbourne test presented in the supplementary file. 
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mathematical connection. However, the 8 bit code obtained 

(from the suggested 32 bit word length model) forms only a 

part or a segment of the 32 bit word that is mathematically 

iterated on. Even if an intruder were to find the 8 bit chaotic 

code by brute force approach or any other method, the 

subsequent codes cannot be calculated since the other 24 bits 

are internal to the system and not shared externally. It is for this 

reason that if this model is scaled up from an 8 bit encryption 

to a 32 bit encryption, it is suggested to use higher word length 

chaotic models. For example a 32 bit encryption can use a 48 

bit word length chaotic model and obtain 32 bit segments out 

of it. Even if the same segments were to be used on all 

machines (so that they can produce the same codes for a given 

initial value), without knowledge of the other bits or the initial 

value, subsequent code calculation is not possible. For added 

security, a technique called dynamic refreshing is suggested. In 

this technique a counter, whose initial value acts as a second 

security parameter is used to dynamically reset the chaotic 

module. It works as follows: the user writes an initial value. 

For every chaotic code generated, the counter counts down. 

When the counter reaches zero, it is re-initialized to the MSB 

bits (preferably not too high and not too low e.g., 14 MSBs) of 

the current 32 bit chaotic code. The 8 bit code obtained from 

this 32 bit segment is repeated 4 times (similar to user’s initial 

8 bit value) to serve as the next 32 bit code to be processed, 

effectively resetting the model. It’s evaluation as a key 

scheduling technique is left for future work. It is hoped that 

these arguments cement the concept of ‘security despite 

simplicity’. This makes the proposed model and its associated 

features, an interesting technique for encrypting data using 

chaos that is, for example, transferred via hardware transfer 

schemes in a microcontroller. 

IV. IMPLEMENTATION STRATEGY 

The next part, the implementation strategy, is to explain how 

this technique processes data to be sent and received through a 

hardware transfer scheme, for example UART. This section 

discusses a set of rules or steps, which will enable two 

microcontrollers to communicate with each other in a secure 

way through their chaotic modules.  This is particularly 

important for such fundamental data transfers, where there isn’t 

much control by software, as the module itself is completely 

hardware based. As required by the module, there is a register 

which will store the initial ‘x’ value provided by the user. The 

user begins by writing an 8 bit value to the register ‘xn’ and 

this value will be x(0). The chaos generator is then enabled and 

it waits for the first data to be sent or received. The moment 

data enters the Tx/Rx registers, the chaos generator goes 

through one cycle to produce x(1). x(1) is then used to both 

encrypt or decrypt data depending on whether the data is being 

sent or received. If node 2 is sending data to node 1, then it is 

necessary to write the same x(0) values to both nodes (similar 

to symmetric key encryption). Any other node which is not 

initialized to the same x(0) will not be able to receive the data 

properly. When data is written to node 2 for communication 

with node 1, the chaos generator of node 2 produces x(1). This 

x(1) is then mixed with the data and transmitted via the UART 

protocol. The data is then received by node 1. As a result of 

new data being present, the chaos generator of node 1 will now 

produce x(1) and use it to extract the data sent by node 2. Now 

let’s say node 1, then, sends a response to node 2. So, the data 

is written to node 1, which triggers node 1’s chaos generator to 

go through another cycle to produce x(2).   The data is then 

mixed with x(2) and sent via the UART interface. Node 2 then 

receives the data and on the arrival of this new data, its chaos 

generator cycles to x(2). This x(2) is used to extract the data 

sent by node 1. These processes work for a simplex and half 

duplex transfers. For a full duplex setting, the data written 

triggers the next cycle and x(3) is generated in both nodes. The 

data is mixed and then simultaneously transferred by both 

nodes. Unlike a simplex or half-duplex transfer, the data 

received in a full duplex system does not trigger the next cycle 

of the chaos generator. Therefore x(3) is again used to extract 

the original data from the received data. These processes are 

illustrated in figure 2. Therefore it is necessary to have a chaos 

generator control register in which a bit must be dedicated in 

order to state whether the chaotic encryption is for half-duplex 

(& simplex) or full duplex transfer modes.  

 

 
Fig. 2 Depiction of Simplex and Full-Duplex transfer processes 

 

It is apparent that a single chaos generator cannot be utilized 

by more than 1 transfer scheme due to syncing issues. 

Therefore it is also necessary to dedicate bits in the control 

register to state the association of the chaos generator with the 

particular data transfer scheme used, for example UART1 or 

SPI0 etc., that are available in the microcontroller. The model 

in its current shape makes sense in a point to point 

communication. However, this is not the case in most 

applications of protocols like SPI etc., where the Slave Select 

signal can select a particular device for data transfer while 

others are inert.  A simple case would be a master device 

communicating with 2 slaves. Let us say that the same x(0) is 

written to all 3 devices initially.  The master selects the first 

slave and a data transfer occurs. Now both the master and the 

first slave’s chaos generators have cycled to x(1) while the un-

selected second slave remains at x(0). Subsequently, if the 

master selects the second slave and transmits data, the master’s 

encrypting code will be x(2) while the second slave will cycle 

to only x(1) on data reception. This causes the second slave to 

erroneously decrypt the data received. This type of code 

mismatching happens in full-duplex transfers as well. To 

overcome this problem, the chaos model should be equipped 

with circuitry to monitor data transfers irrespective of the slave 

selection. Monitoring data transfer might seem like an 

unrealistic scheme, but it isn’t too difficult at the hardware 

level. All multiple-node data transfer schemes like SPI use a 

dedicated clock when transferring data. The same clock 

services all slave nodes. Thus if toggling of the clock signal can 
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be detected, data transfer is detected. Schemes like UART that 

don’t use clock signals, are point to point schemes. Thus 

synchronization problem doesn’t exist in the first place for 

UART. For ‘one to many’ SPI communication, if data transfer 

is detected, then the un-selected slave’s chaos generator 

automatically cycles to the next state. In this case, if the master 

selects the first slave and transmits data then their chaos 

generators cycle to x(1). The un-selected slave’s chaos model 

observes the data transfer and automatically cycles to x(1) in 

order to be in sync with the master. This enables errorless 

transfers even in applications that aren’t point to point. An 

alternative method like using different keys for each 

communication might also work but that would require many 

independent chaotic models since the number of slaves can be 

large. It would not be practical for that much number of chaotic 

models to be used, when security through simplicity at the 

hardware level is the core concept here. Hence this data 

detection technique is suggested to overcome synchronization 

issues. 

 

In summary, the chaos generator discussed is completely 

combinational including the multiplication and the parallel 

in/out registers. Another advantage of using combinational 

logic completely is that, the chaotic codes can, theoretically, be 

generated for every clock cycle of the processor enabling even 

parallel port data transfers to be encrypted. Pre-setting the 

value of r to a fixed constant might seem counter-intuitive in 

terms of security, since it leaves only one value ‘Xn’ to be user 

definable. However, by the very nature of chaos even adjacent 

values of ‘Xn’ (a change only in the LSB) will deviate 

drastically as the iterations proceed. Using r = 4, thus saves 

both space and time for a binary implementation, without 

compromising security. The usage of a 32 bit model to generate 

the 8 bit codes means that the subsequent codes can’t be 

calculated if one code is found, thus fostering security. 

 

 
Fig. 3 Block diagram of the complete Chaos encryption model 

 
The entire model can be realised as in figure 3.  The control 

register’s enable bit determines whether the chaos encryption is 

to be used. The control register also dictates the basic settings 

for transmitting and receiving data correctly depending on the 

transfer mode (simplex, half duplex or full duplex) that is 

selected in the M bit. The transfer mode need not directly 

influence the chaos generator module. Instead, it influences the 

ND (New Data) bit which influences the cycling of the 

generator to obtain the next code. The control register also 

dictates the hardware transfer scheme to be used, through the 

Asc (Association) field which selects the desired interface 

through a multiplexer. The data transfers happen between the 

data register, chaos module and the hardware transfer scheme. 

When data is written to the data register, the chaos module 

encrypts it and sends it to the hardware transfer scheme to be 

communicated out. When data is received, the transfer scheme 

passes the data to the module which decrypts it. The decrypted 

data is then placed in the data register to be read by the user. In 

both these cases, the ND bit (depending on the M bit) of the 

control register initiate the cycling of the chaos generator to 

produce the next code for encryption/decryption as illustrated 

in figure 2. 

V. CONCLUSIONS 

Thus the novel model presented in the paper works as a 

feasible and practical method of implementing chaos in 

embedded systems.  Its leanness produces an entirely new 

prospect of having an encryption scheme in the compact silicon 

environment of microcontrollers. The binary framework 

developed uses minimalistic hardware to achieve chaotic codes. 

As proposed in the paper, obtaining the 8 bit codes as a 

segment from a 32 bit model ensures security since the 

knowledge of a particular code will not make it possible to 

calculate subsequent codes. The model is primarily aimed at 

being an encryption technique that is preceded by any or all of 

the built in hardware data transfer schemes like UART, SPI etc. 

The model can also be scaled up to any required word length 

and its application isn’t restricted to hardware data transfers 

alone. The simplicity of the model in terms of its hardware and 

logic requirements shows that it is a viable method for 

providing built-in security options for embedded systems at the 

very fundamental level. It is hoped that this model will be a 

valuable tool for chaotic encryption in any area where robust 

security has to be achieved in a stingy way. It is this concept of 

‘security despite simplicity’ that this paper discloses in a 

chaotic way. 
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